DB Security – Towards Framework / Model 

Need high level security model – Figure out where Japanese proposals fit within the security model.

Database Security

1. Identity
2. Authorization

3. Encryption

4. Intrusion

5. Security External to the Database

6. External and/or Governance Security Requirements

7. Implementations

8. Administration/Management

9. Audit

10. Integration with external authentication context

Database Security – Brainstorm dump 
· Authentication

· Row level tagging

· Predicate level tagging

· Integration with external authentication context

· Authentication

· Non-repudiation

· Access control

· Identity management – link to credentialed server

· Prevent Injection

· Metadata privileges

· Distinguishing management and ownership of data and data structures

· Audit

· Encryption

· DBA versus application perspective

· Cannot think – facilities must be transparent

· Single sign-on

· Managing security

· Security policies

· Adherence with external auditing requirements

· SQL Injection

· Multilevel access control

· Roles, groups, stuff like that

· Security of data when it leaves the database

· Finer granularity of privileges

· Granularity of encryption

· Feed data to an external intrusion detection system

· Digital Signatures

· Digitial Rights Management

· Oasis, SAML, Kerberos, X509, Shibboleth

· Version Control

· Audit on Audit

· Key Management

· Privacy

· Control of imformation flow

· Statistical inferencing

· XML security

· Hacking – denial of service attacks

· Identiy management

· Backup and recovery

· Authorization

· Security Architecture

· Meta security meta models

· Open Source

· Intrusion detection

· Detection of attacks by autorized users

· Subversion

· Social Engineering

· Impersonation

· Physical Security

· Legal requirements

· Conformance to security standards

· Dependence on network security

· Dependence on operating system security

Identify Threats

Measures to counteract threats

Group based on source of threats

Database Security

1. Identity
· Authentication 

· Identity Management

· Identity management – link to credentialed server

· Single sign-on

· Roles, groups, stuff like that

· Impersonation

· Masquerading (Delegation)

· Multiple identies and identy maping

· Oasis, SAML, Kerberos, X509, Shibboleth

· Digital Signatures

· Privacy

· Subversion

· Social Engineering

2. Authorization

· Privileges

· Metadata privileges

· Roles, groups, stuff like that

· Multilevel access control

· Finer granularity of privileges

· Row level tagging

· Predicate level tagging

· Distinguishing management and ownership of data and data structures

· Time issues of authorizations

3. Encryption

· Key Management

· Granularity of encryption

· Encryption

· Internal or External (encryption service)

· Digital Signatures

4. Intrusion

· Prevent Injection

· SQL Injection

· Hacking – denial of service attacks

· Intrusion detection

· Detection of attacks by authorized users

· Feed data to an external intrusion detection system

5. Security External to the Database

· Physical Security

· Dependence on network security

· Dependence on operating system security

· Control of imformation flow

· Security of data when it leaves the database

· Hacking – denial of service attacks

· XML security

· Xquery Security Issues

· SPARQL Security Issues

6. External and/or Governance Security Requirements

· Security policies

· Adherence with external auditing requirements

· Conformance to security standards

· Legal requirements

· Best Practices

· Privacy

7. Implementations

· Open Source

· Digitial Rights Management

· Version Control  -- Time issues

8. Administration/Management

· DBA versus application perspective

· Cannot think – facilities must be transparent

· Managing security

· Security Architecture

· Meta security meta models

· Statistical inferencing

· Backup and recovery

9. Audit

· Audit

· Security Auditing proposal – Satisfies ISO 15408

· Audit on Audit

· Feed data to an external intrusion detection system

· Time issues

10. Integration with external authentication context

· Authentication

· Non-repudiation

· Access control

Database Security Matrix

	Major Area
	Sub Area
	Scope/ Relevance/ Tractability
	Priority
	Remarks

	
	
	
	
	

	1. Identity
	
	
	
	

	
	Authentication 
	
	
	

	
	Identity Management
	
	
	

	
	Identity management – link to credentialed server
	
	
	

	
	Single sign-on
	
	
	

	
	Roles, groups, stuff like that
	
	
	Cannot create users id even though necessary in some situations.

	
	Impersonation
	
	
	

	
	Masquerading (Delegation)
	
	
	

	
	Multiple identies and identy maping
	
	
	

	
	Oasis, SAML, Kerberos, X509, Shibboleth
	
	
	

	
	Digital Signatures
	
	
	

	
	Privacy
	
	
	

	
	Subversion
	
	
	

	
	Social Engineering
	
	
	

	
	Time issues of identification
	
	
	

	2. Authorization
	
	
	
	

	
	Privileges
	Exist in standard, controlled by owner
	
	

	
	Metadata privileges
	
	
	

	
	Roles, groups, stuff like that
	
	
	

	
	Multilevel access control
	
	
	

	
	Finer granularity of privileges
	
	
	

	
	Row level tagging
	
	
	

	
	Predicate level tagging
	
	
	

	
	Column level sensitivity -- Labeling
	
	
	(contents of column are secret, top secret), data owner, customer

	
	Distinguishing management and ownership of data and data structures
	
	
	

	
	“Super user” privilege for information schema
	
	
	

	
	Time Restricted access control
	
	
	

	
	Time issues of authorizations
	
	
	When did an authorization occur and when was revoked

	3. Encryption
	
	
	
	

	
	Key Management
	
	
	

	
	Granularity of encryption
	
	
	

	
	Encryption
	
	
	

	
	Internal or External (encryption service)
	
	
	

	
	Digital Signatures
	
	
	

	
	
	
	
	

	4. Intrusion
	
	
	
	

	
	Prevent SQL Injection
	WG3:JFK-032
	
	Discussion about whether this is a valid defense.

	
	Hacking – denial of service attacks
	
	
	

	
	Intrusion detection
	
	
	

	
	Detection of attacks by authorized users
	
	
	

	
	Feed data to an external intrusion detection system
	
	
	

	
	
	
	
	

	5. Security External to the Database
	
	
	
	

	
	Physical Security
	Outside Scope
	
	Find non-normative references

	
	Dependence on network security
	Relevant but outside of our control
	
	

	
	Dependence on operating system security
	Relevant but outside of our control
	
	

	
	Control of imformation flow
	
	
	

	
	Security of data when it leaves the database 
	Only possible to control when in electronic form
	Encrypt on export?
	

	
	Hacking – denial of service attacks
	
	
	

	
	XML security
	
	
	

	
	Xquery Security Issues
	
	
	

	
	SPARQL Security Issues
	
	
	

	6. External and/or Governance Security Requirements
	
	
	
	

	
	Security policies
	
	
	

	
	Adherence with external auditing requirements
	
	
	

	
	Conformance to security standards
	
	
	

	
	Legal requirements
	
	
	

	
	Best Practices
	
	
	

	
	Privacy
	
	
	

	
	Preventing bad programming practices -- Training on existing facilities
	
	
	

	7. Implementations
	
	
	
	

	
	Open Source
	
	
	

	
	Digitial Rights Management
	
	
	

	
	Version Control  -- Time issues
	
	
	

	
	
	
	
	

	8. Administration/Management
	
	
	
	

	
	DBA versus application perspective
	
	
	

	
	Cannot think – facilities must be transparent
	
	
	

	
	Managing security
	
	
	

	
	Security Architecture
	
	
	

	
	Meta security meta models
	
	
	

	
	Statistical inferencing
	
	
	

	
	Backup and recovery
	
	
	

	
	
	
	
	

	9. Audit
	
	
	
	

	
	Audit
	
	
	

	
	Security Auditing proposal – Satisfies ISO 15408
	WG3:JFK-031
	
	

	
	Audit on Audit
	
	
	

	
	Feed data to an external intrusion detection system
	
	
	

	
	Time issues
	
	
	

	10. Integration with external authentication context
	
	
	
	

	
	Authentication
	
	
	

	
	Non-repudiation
	
	
	

	
	Access control
	
	
	


Action Items:

1. Agree list of recommended items on which SC32 can act. 

2. Executive summary of our observations and conclusions

3. Locate and review USA DOD Orange book 

4. Locate and review other relevant standard – SC27 and other ISO standards

5. Locate and review industry security standards, IE Payment Card Industry

6. Locate and review De Jure security standards.

7. Evidence of requirements – brief documents/case studies/scenarios

8. Request that national bodies explore the items above and bring materials for the New York SC32 meeting.

